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Abstract In the field of encrypted mobile application traffic classification, traditional methods classify
traffic based on the characteristics of bidirectional traffic. However, in actual scenarios, asymmetric routing
will cause remote network administrators to only obtain unidirectional traffic, which will reduce the accuracy
of traditional methods. Therefore, an encrypted mobile application traffic classification method using only
one-way traffic characteristics is designed. Since downlink traffic contains more information than uplink

traffic, the payload of downlink traffic is chosen for analysis. Due to the temporal and spatial correlation
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of mobile application traffic, a bidirectional long short-term memory network is proposed to capture the

temporal correlation of data streams, a convolutional neural network is used to learn the spatial correlation of

features, and an attention layer is introduced to focus on important features to further improve the recognition

accuracy. Compared with the previous methods, this method has a wider range of use, can be applied to both

unidirectional and bidirectional traffic scenarios, and uses fewer features to obtain higher accuracy.
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Fig. 4 Parameter selection experiments
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Table 1 AppScanner performance in different scenarios
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Table 2 Comparison experiments

Hodi b it L (%) A (%) F1 18 (%) R (%)
AppScanner 91.73 89.53 88.66 89.53
CrossPlatform FlowPrint 80.87 77.66 73.42 77.66
Android App-Net 66.69 68.54 63.54 68.54
CB 90.19 91.35 90.66 91.35
AppScanner 92.23 84.00 83.96 84.00
CrossPlatform FlowPrint 88.57 89.87 84.49 89.87
10s App-Net 70.39 67.69 67.78 67.69
CB 89.36 90.48 89.41 90.48
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