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Abstract The unique financial characteristics make smart contract, which are widely nested in various
blockchain platforms, one of the most successful applications of blockchain technology. Due to the high
economic value of carrying large amounts of assets and virtual currencies, smart contracts are constantly
subject to various security attacks. In addition, features such as anonymity and automatic execution make
smart contracts used in a variety of illegal transactions and malicious applications. Based on this, the paper

firstly introduces the operation mechanism and principle of smart contracts in blockchain-related technologies,
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discusses the application scenarios of smart contract technology and the potential security vulnerabilities and

security problems that may be triggered by the development of smart contract technology, and then, based

on the summary of the existing research work, discusses the challenges faced by the field of smart contract

vulnerability detection, and looks forward to the future research direction of smart contracts in combination

with deep learning technology.
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GPL-3.8-or-later

amount >= 0);

Unsate addition, subtraction, multiplication,

@1. | 1. // SPDX-License-Identifier:

02. 2. pragma solidity ~e.7.@;

23. i

04. | 4. contract Overflow{

5. 5.

06. | 6 mapping(address => uint256) public balances;
a7. 7 //Record the caller’s deposit amount

8. 8 function deposit() public payable{

@9. | 9. balances[msg.sender] += msg.value;
10. | 10. !

e 11. //W1thdraw the caller s deposit amount
g2 12. fu 6_a i
e 13. requlre(balances[msg sender]

Ak b 14.

15, 15. msg.sender.transfer(amount);

16. 16. balances[msg.sender] -= amount;

17 17.

S 18. //view contract account balance

19. 19. function accountBalance() public view returns (uint256){
20. 20. return address(this).balance;

21. | 2. 1

pam o2 )

B EHaHEESBNEES

YR ewiRE

Fig.1 Smart contract security vulnerabilities due to integer overflow issues

function batchTransfer(address[] _receivers, uint256 _value) public whenNotPaused returns (bool) {

uint cnt = _receivers.length;
uint256 amount = uint256(cnt) *

require(cnt > © &% cnt <= 20);

_value;

require(_value > @ & balances[msg.sender] >= amount);

balances[msg.sender] = balances[msg.sender].sub(amount);

for (uint i = 8; 1 < ent; i++) {

balances[_receivers[i]] =

Transfer(msg.sender, _receivers[i], _value);

}

return true;

2 REBREEILSHNEHES

balances[_receivers[i]].add(_value);

YR 2R/

Fig. 2 Smart contract security vulnerabilities caused by poorly written code
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s PR withdraw O H TR E IR E CEE L
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R, 498 Re A A EB LR FEOER HN, 2
FeERTH P BIRE], AL P REIAN 0 B,
Wi & Al TR VA ] withdraw O B, 51U 2
M P e R AR T B
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