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Abstract In the field of autonomous driving safety research and application, the limitations of limited testing

WS HE: 2023-07-26 {EEIAE: 2023-10-17

EeWB: YT HAEHE R E S H (JCYJ20200109115414354, JCYJ20200109115403807) 5 |~ A& H 4 W H (2020B515130004,
2023A1515011813)

TEE® N R, BLRFRA, BTy A A B R At IR, WERRAE, BTN B A B R S S GRER) , i
FR, WHRTIRONEZN B, HEEMBYA 44, E-mail: hyli@siat.ac.cn.



16 £k H VN 2024 4F

mileage and exposure to only a single hazardous scenario hinder the improvement of autonomous driving
safety performance. To address these issues, testing with adversarial scenarios is considered crucial. However,
existing studies utilize generic optimization algorithms as frameworks, resulting in a wastage of computational
resources in exploring the parameter space, thereby leading to low efficiency. Moreover, under the constraint
of computational cost, these algorithms may not be able to test a sufficient number of diverse failure samples,
especially in complex environments. Adversarial scenario testing in complex environments faces three major
challenges: information scarcity, sparse distribution of adversarial samples in a vast parameter space, and the
difficulty in balancing exploration and exploitation during the search process. To tackle these challenges, this
paper proposes an efficient framework for adversarial scenario testing. This framework employs a surrogate
model to gather more information about the parameter space, selects small samples to overcome the sparse
event constraints in the vast space, and focuses on the unknown regions and adversarial samples for targeted
search and update, thereby achieving a balance between exploration and exploitation. Experimental results
demonstrate that the proposed method in this paper exhibits a search efficiency four times higher than random
sampling and more than double the efficiency compared to general genetic algorithms. Additionally, with a
limited number of simulation test runs, it generates a greater number of adversarial test cases that are likely to
cause the tested autonomous driving system to fail. Notably, the proposed method can identify many outlier
adversarial samples, unveiling failure modes that existing algorithms fail to recognize. Furthermore, the
proposed method can swiftly and comprehensively identify the vulnerable scenarios of the tested algorithm,

providing support for the testing, validation, and iterative upgrade of autonomous driving algorithms.

Keywords autonomous driving; safety test and validation; scenario-based test; meta model; intelligent
optimization algorithms; Kriging model
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