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Abstract In the research of face anti-spoofing (FAS), most related techniques are dependent to the RGB images

kS HER: 2023-06-06 f&EIHHA: 2023-07-06
TEH'N: XArE, W4, TR RS BE CEIER) , M LREW, WF7C07 Mo s o6, E-mail: juan.zhao@siat.ac.cn; 4 #RH!
GENEL), @R TR, W70 M oANLIES I 5507 G AL EE, E-mail: xiaozhenzhong@orbbec.com; Wi/, wigl TRENN, 7T 7 N =4k
Mot R, WL, BT TR



1341 XS, A BT 2 Ol A A 2 XIS A K A G AR I 57 73

or IR images, which lack sufficient biometric features and are vulnerable to ever-advancing presentation
attacks. In this paper, a Transformer model based on combination of multiple facial regions is proposed to
introduce multi-spectral technology into the task of facial live detection, aiming to obtain unique biological
features of the real faces and increase the distinguishability from the fake faces. In the proposed model, multi-
spectral images are utilized to broaden the spectral dimension for more reflection information, which can
identify various materials. Besides, a spectral normalization method is preprocessed pixel by pixel to reduce
the impacts of the environmental illumination variations and enhance the consistency of facial reflection
features regionally. Then multiple core facial regions, like eyes, nose, mouth and cheeks, are selected as
input of the deep learning model. Furthermore, a Transformer-based model is constructed to obtain both local
regional features and inter association features of different facial regions, which are integrated into complete
facial biometric features to achieve facial live detection. On the author’s self-built multi-spectral facial datasets,

the results show that the proposed method achieved an accuracy of 95.72% for and a misclassification of 5.10%

for live detection, which is superior to commonly used FAS models.
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Fig. 1 Facial skin reflectance of different materials and regions
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Fig.3 Pseudo-color images and reflection curves before and after spectral normalization
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Table 1 Experimental results of different neural network models

Model APCER (%) NPCER (%) ACER (%) ACC (%)
Densenet(RGB) 3.35 14.88 9.11 92.66
Densenet 0.65 13.93 7.29 94.49
Mobilenet(RGB) 3.15 18.62 10.89 91.18
Mobilenet 1.72 15.44 8.58 93.25
CDCN(RGB) 2.06 14.62 8.34 93.34
CDCN 1.04 12.53 6.78 94.75
VIT(RGB) 4.62 11.90 8.26 92.71
VIT 2.67 11.32 6.99 94.17
FPTransformer(RGB) 3.75 13.95 8.85 92.52
FPTransformer 2.02 8.18 5.10 95.72
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Table 3 Results of different normalization methods
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