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Abstract Internet+ government affairs big data has the characteristics of cross-domain, multi-protocol
and difficult convergence. In the process of big data collection and aggregation, there is a need for a variety
of protocol conversions, which require a gateway to realize a unified protocol adaptation conversion and
provide the data support for multi-source heterogeneous data aggregation and data fusion. Traditional protocol
conversion methods are usually designed for specific protocol conversion requirements, and their scalability

is poor, so they are not suitable for the situation where there are multiple protocol conversion requirements.
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By studying and analyzing the structure of protocol messages and the characteristics of protocol conversion,

this paper proposes a method to construct the knowledge graph of the protocol conversion. By constructing the

schema layer and instance layer of the graph, a knowledge graph of protocol conversion containing the structure

of protocol messages and the mapping relationship between message fields is established. On this basis, a protocol

conversion method based on the knowledge graph is proposed to realize the packet conversion between different

protocols. The effectiveness of the proposed method is verified by an application example of protocol conversion

and a comparison experiment with the existing protocol conversion methods.
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Fig. 10 The flow chart of protocol conversion algorithm based on knowledge graph
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POST /hc?s=coap&hp=localhost&p=temp HTTP/1.1
Host: localhost

Accept: text/plain,application/xhtml+xml,image/web
Accept-Encoding: gzip

Accept-Language: zh-cn

Accept-Charset: utf-8

Connection: keep-alive

Keep-Alive: 300

Content-Type: text/plain

Content-Length: 6

225C

HTTP iR} 3

“protocol”: “HTTP”

“method”: “POST”

“request-target”: “/hc?s=coap&hp=localhost&p=temp”
“request-version”: “HTTP/1.1”

“Host™: “localhost”

“Accept”: [“text/plain”,“application/xhtml+xml”,“image/web”’]
“Accept-Encoding”: “gzip”

“Accept-Language™: “utf-8”

“Connection”: “keep-alive”

“Keep-Alive”: 300

“Content-Type™: “text/plain”

“Content-Length”: 6

“HTTPReqBody™: “22.5 C”

src.json

11 HTTPiERIRLSHEHER

Fig. 11 HTTP request message and parsing result

“protocol”: “HTTP”

“method”: “POST”

“request-target”: “/hc?s=coap&hp=localhost&p=temp”
“request-version”: “HTTP/1.1”

“Host”: “localhost”

“Accept”: [“text/plain”,“application/xhtml+xml”,“image/web”]
“Accept-Encoding”: “gzip”

“Accept-Language”: “utf-8”

“Connection”: “keep-alive”

“Keep-Alive”: 300

“Content-Type”: “text/plain”

“Content-Length™: 6

“HTTPReqBody”: “22.5 C”

src.json

“protocol”: “CoAP”

“Code”: “0.02”
“Option-Uri-Host”: “localhost”

“Option-Uri-Part”: “temp”
“Option-Accept™: [“text/plain;charset=utf-8 ”,
“application/xml 7,
“ application/octet-stream ']
“Option-Content-Format™: “text/plain;charset=utf-8 ”
“CoAPpayload”: “22.5 C”

12 HTTP Z| CoAP HIRRETLER

Fig. 12 Mapping result of HTTP to CoAP

“protocol”: “CoAP”
“Code”: “0.02”
“Option-Uri-Host”: “localhost”
“Option-Uri-Part”: “temp”
“Option-Accept™: [“text/plain;charset=utf-8 ,
“application/xml 7,
“ application/octet-stream ]
“Option-Content-Format™: “text/plain;charset=utf-8
“CoAPpayload™ “22.5 C”

“protocol”: “CoAP”
“Ver”: 1
“T”: “CON”
“TKL”: 0
“Code™: “0.02”
“MID”: 1
“Option-Uri-Host”: “localhost”
“Option-Uri-Part”: “temp”
“Option-Accept”: [“text/plain;charset=utf-8 ,
“application/xml 7,
“ application/octet-stream ]
“Option-Content-Format™: “text/plain;charset=utf-8 ”
“payload”: “22.5 C”

dst.json

B 13 thillgEmeER

Fig. 13  Protocol conversion result
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Table 5 Experimental environment

BXTEN: ] A
PC Windows 11, A7 16 GB, AbHLZE i5-12500H
Python 3.10.8
PyCharm 2022.2.1
Neo4j Desktop 1.5.0
Neo4j 4.4.11
Wireshark 3.6.8

TR CoAP Wi N4y HTTP Wi B2 F)~F B 4047
WFIE) S B ORAT IS E) L e NPT IS ) o AT I ]
iid Wireshark JUHCE 443 HTTP. CoAP
PIRSCRR) U SR AR SR IS W) 4 SIS ) 22 ) B 224
BEATIHER

JHILf# H python 2 =77 memory profiler,
Wi HTTP &7 i £k k1% PUT 155K IN 35 ke
JFHIPAT S HTE DL, 1 memory profiler 42 5% AT
ok FH IS 1) A2 44 0l 2 P, T U U 00 381 1 4
FARRE R N AF B L o
5.3.3 SBgE R

(1) AT 18]

B PAT I R ) et 45 SR 3k 6 I,
PSR I~ X AT IS A1 2 32 ms, e/ MAUT
R6 hERTEY, &KX S/MITHE
Table 6 Average, maximum, minimum execution time of

protocol conversion

tirans (mS)

HR

RS SR

Jrid: PEIG RAAT RR
7S 1) I [i) AT I [

Total 32911 17.185 47.508

PUT HTTP—CoAP 5.601 4.406 19.481
CoAP—HTTP 27.310 12.779 29.574

Total 31.512 17.001 34.074

GET HTTP—CoAP 4.765 4.072 6.271
CoAP—HTTP 26.747 12.473 29.309

Total 31.898 17.238 37.754

POST HTTP—CoAP 4.916 4.246 6.846
CoAP—HTTP 26.982 12.722 32.857

BHAZ) 17 ms, B RPATHS [E] <48 ms; HTTP iR
AN CoAP T R (P PATHS (8] <6 ms, /)
PATHTAIZ) 4 ms, HAPATHIA] <20 ms; CoAP
e S 5% 46 HTTP Wil B R -F- 38 AT I [R]2) 27 ms,  #%
NPATE 2 12 ms, S KPAT S [A] <33 ms.

FEUR T HTTP 5 CoAP #4 AR 3 523
100 ¥ GET. POST &R I AT (], H 5
ATTESCHL HTTP 5 CoAP WS4 i W1 T 13
PAT I IRT e an2e 7 Fiome BHER 7 WIH1, A
TR SZHL HTTP 5 CoAP W3S e F i
b, R T

=T FHRITREIR L

Table 7 Comparison of average execution time

PN GET (ms) POST (ms)
SCHRM 56.3 69.22
AL 31.512 31.898

PUT. GET. POST i# 3K {0 Pp 4% e i 1
e, V5 R e NS S P AT I TR B an ] 14
7Ne AT 100 X PUT. GET. POST iRl
1, CoAP Wi i3 HTTP Wi (1) F 2 47 I
) 733 o ek B e AT B R] 1 82.98% - 84.88%-
84.59%, HTTP i K4y CoAP i K]~k
AT 1) (5 S 3P AT B T 1) 17.02% 15.12%-
15.41%. CoAP i %4>k HTTP Wi 37 1) it 72
d, M HTTP AOCHMBERATIHROCHI RIE, 5

POST

GET

PUT
0% 20% 40% 60% 80% 100%
wHTTP—COoAP & COAP—HTTP
14 IER SRR HFHMITE B A EE

Fig. 14 Proportion of average execution time of requests

and responses
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Fig. 15 Memory usage of protocol conversion
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