B8 E o 4= 5% i FN Vol. 8 No. 2
2019 £ 3 A JOURNAL OF INTEGRATION TECHNOLOGY Mar. 2019

ETZmREH[NE MR R S5KI
FAE E O EWEY BEL SR
| GRIEREBIRYIE R BRI B 2 SR AT L R 518055)

M(HERBRAEAR KRS AL 230026)
POARYITIEG S BHEAARAR  &®I1 518071)

 E HXNIAMVMEAEN RS ARz, vTREEAE. BERBUEER M. %3
MNP BEAE A IR AT SRR UG ) B S5 T, W A SE I —Fi R T 2 2 iR 25 28 1 22 A Mk 2 R
Zi——SkyDisk, SEBLTHIER A F A mEARON 2 A EE . o, BT Tahoe-LAFS R4 £ A
BHRSS BB G A T RAEME R, NN EE RGeS i A IR Sss SCHREAA i < TR 256 A migfn
BRRUEINES, AREECRE LBV G 2 W 2 B Ry B ARE B I AT SE . AL RS 2 5 %
MRS L AT s, SEIL T ol BT 8. R, SkyDisk SEHL—A Web IR%%, 6 H
A Web 7RI RS, RGMNALE LW, SkyDisk REW L% 4. WA SCEEME R, £ &
IR 55 A5 A7t SR TR A BT b . [RIRT,  REREVHE R PO bR R EORME SR S S T R R R
B T A SCHFE B RRAS . $ T A P ROR AL 56 4 )

X8R =M s it 25T A Tahoe-LAFS: 704 RAEME 248 2UMEY: SkyDisk
FESES TP 302  XEMFRERS A doi: 10.12146/j.issn.2095-3135.20180907001

Design and Implementation of Enterprise Net-Disk Based on

Multi-Cloud Servers
WANG Hekang” WANG Yang' WANG Jinpeng> MU Baohong’ XU Chengzhong'

'( Cloud Computing Technology Research Center, Shenzhen Institutes of Advanced Technology,
Chinese Academy of Sciences, Shenzhen 518055, China)
*( University of Science and Technology of China, Hefei 230026, China )
*( Shenzhen Virtual Clusters Information Technology Co., Ltd., Shenzhen 518071, China)

Abstract There are several problems such as potential security issues, poor transmission performance, low
reliability, and heavily dependent on service providers in existing enterprise net-disk based on public cloud. To

address these problems, this paper aimes designs a secure enterprise net-disk system, named SkyDisk, based on
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the multi-cloud servers. SkyDisk provides a full control of files, high-speed data accesses, confidentiality, and

reliability for storing the files. Before stored, all files have been encrypted with 256 bit advanced encryption

standard, and encoded with Reed-Solomon codes. Each cloud server saves a piece of cipher text of original

files, and the files can be recovered even if some servers fail. In addition, parallel transfer of data between local

net disk servers and multiple cloud servers can achieve high-speed of upload and download. Finally, SkyDisk

implements a Web service, maintains file metadata and user information, and provides users with web access.

The test results show that the system can achieve secure and reliable file storage management. At the same

time, it can satisfy the functional requirements such as quick upload, download and, convenient file sharing, to

reduce the cost of file management and improve production efficiency.

Keywords net disk; cloud storage; multi-cloud server; Tahoe-LAFS; distributed storage system; erasure

code; SkyDisk
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fi, R T VFZO0RAFE, WAEENLE . AR

BT BE A TR A2 755K . SkyDisk 75 ZiZ{TEZ N
LIRSS AARAR S 4 b, TR RIERZ, AR
SIS S MRS A A G TR . s A
R B i M 55 2%, BRI 45 SRS g 58 4 I B
ARG SRS, (H T R 2 7 38 55
RE
4.1 LWIME
AN BT IR B IR RA 8 A AR R R 48
BUZATIREE,  H A 0T HE S 56 PR B I 44 | AR B EE
BAR, RS MLyl . SkyDisk
(¥ ) it 774 2 4t Tahoe-LAFS H 5 AN Aii i B
= BIRE M E R = E 1) BCS (Elastic Compute
Service, #PETHERS, Bl ) A, &
i A7 i 9 5T SR i Web IR 4519 SUFE [ — A
A HL R 55 %% (Local Server) I, HiRFhgs 4 tn
Kl 6 Fim. RTHREAR, RAMZMKAES

. V4BV AL B R R 1 R, BARS
BEARNWE 2 fros.
< »
ECS 1
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Fig. 6 Topological structure of test environment
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#z1 RETSYERE
Table 1 Nodes’ physical configuration
st pussiEs W1E (GB) M4 (Mbps) AP TP FITTE X35 At
ECS1 1 #% 2 1 H Fi B 2 ARGS9 R
ECS2 1% 2 1 H Fi B 7 ARGS9 R
ECS3 1% 2 1 H itz A7 At MR 5% 19 pit
ECS4 1 ¥ 2 1 H itz 17 2515 0
ECS5 1 ¥ 2 1 H AR 1A 255 0
A Hh ) FE RS 4 13-7100U 4 500 T A TEAENOG . IR 4%
R2 RETDEARHGRE
Table 2 Nodes’ software configuration
T BIERS Python Feairarels Django B
ECS1 CentOS 7.2 2.75 Tahoe-LAFS 1.12.1 / /
ECS2 CentOS 7.2 2.75 Tahoe-LAFS 1.12.1 / /
ECS3 CentOS 7.2 2.75 Tahoe-LAFS 1.12.1 / /
ECS4 CentOS 7.2 2.75 Tahoe-LAFS 1.12.1 / /
ECS5 CentOS 7.2 2.75 Tahoe-LAFS 1.12.1 / /
AH T IR 55 2% Windows 10 2.75 Tahoe-LAFS 1.12.1 1.11.6 MySQLS5.7

T 7 FORR BRI

A A, B ARAEE. bR, SRR
ARG I AR s B IR S5 s N E, SCfF
R NS BRSSP e, FlERs
b I AR, A SR, SR S
W, KMEAVEMETS. A4, okRSEATBA
B YN UNCINARIE A PN & 2ol e E
WSSO LB SO, 2 A AR R . A sk
B6r A S R A7 PR AN £ BE SR UE R O BL &S 1.
Je, BRARG, e 12 MB /MU Book.txt £
H P gekiE. EAR IR tepdump $UELR G %
B BN RSB 1P BRI . Fraisk
1) 50 MR N A NELRY, AR SUE
B Hk, BATEM T PRI, KR LE
SAEH . FeE, LA A4 5E i (Secure Shell,
SSH) &x 2| n ks d, BF RGHE RN
Gy SRR AL, AN RSS A B B ORI
BN 4 MB, WA ME . Kk, SCHAE
FESANIERE S O b 3, WL YRR & .
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BT SEERR RARER A — IR B
Ak 55 1 AF BB « SkyDisk [ s fEf i T
% 755 2K Tahoe-LAFS TEMBEERE, #>=
5T RARERE, WXHER &
Bl RGN W R = k5w iEIERS
o MR WS RE, HIKRIRBEAEE
i, TULEH R4 B A RAFEEE nT SEME. BE S
WAL RS 0L R, RERNREIER TAE, #
IIHT R GRS FTSE TR A PR

SEAG A, AL 3 FRET B R SS AR R, 4
AR ZHT . EARR A B AR 2 S LR A IR 45 A%
(IR A B R I S o U o
%, B SR MDS 8 36 E S i sE B
ZERINE 3 ffion. H4E Tahoe-LAFS KL E 251
K-H-N (3-4-5) FIsig a5 v . 24 n] IR S5 38 2
BRTET HA R, LEHASHE, S A
M55 #8501 H B, A BEORIE ST R 7 3 K
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Table 3 Data reliability test results

e e RIS

0 2 3

i) b A IEH IE# PR R
DA IEH B / /
MD5 {H 27— —% -5 / /

by A% iEH B RIK ERL
T 1B B / /
MD5 B /&7 —% —5 / /

LA JE T IEH B B ERS
MD5 {H /27— —% -5 —5 /

e FEARH) “77 FORB B RN, TEE TR s MDS (R Y

TEfit e WEATE 2 B B0 I IR 5548 7 5 T ST A i3
AR, A RE /159, Rk SkyDisk 7E3d £ 47
it R 55 4 F i I AR 0 BB S, DA4ERRRT A A%
AR ERITR AT SRR RSN
FCHEBOR T T KQ) R, #AEIER N
fFo XREFNTEM MRS, AEEMN K 7R
ATCARE R SCPE. Rk, REGEREIE TS
BtH K-H-N =28k 5E o £ 5+ (K-H-N
=3-4-5), {EE— MRS &7 F AT A
fhs AEREWAN RS & 7, HRERLDD T 8O,
AT S LR
4.4 {&HIMERE

AR RN BRSO A A X A R G A% 0 T
REo AR R ORI Bt R BRI B R
GUIFH P ARG . A/NTTIE LSR5 4> BT SkyDisk 1
fEvERe, W BRI 75 2 — AR RR IR MEE AR
S . FEMAIREE R, 2 R 5548 1 I 2515 55 AN
1 Mbps, A Z MRS 4 00 v A 2w Tk
o DL, SRR EE SR H A A 2 A B A
Ao MR KA e . ASZIREH A=
PR 55 a8 A S v REAE PR RE S HEME, WA 2 #T
Z RS LR R G RE .
4.4.1 FEAEPEREM

PE BB 5256 43 A B v 1 RE A A SkyDisk

7 R EARBUR ORI, BT MDS #ETHER

PEREMHA P BT 70 o X HLAE I LR 25 i 55 481 N
A7t i i 16 W0 55 AR S A i e RE R N R ME TR e
DA 4% 2 R 55 25 M A I IR . — RNk
AT BHME IR 4 PR

*4 BRRSHEMMEE

Table 4 Single cloud server transmission performance

Pt CPU (%) WP (MB) M4 5E (KB/s)
i 16 150 3072
Tk 12 150 170

o, BRI EGEES, CPU MIATER
fEFHESA G, FART DULHERR FH e e 15
W, ABALEIEREZE AR K. A bR R =
MR 5% 28I, MZ A E] 3 MB/s, 1M M55 48
TR RA 170 KB/s. & RAE, =
k555 1 X 24 45 i SR AR XS FR IR, HARFRIG 1 Mbps
e BARTE, A NECZH T 2 RS AR I A
W8, 219 1 Mbps=128 KB/s, ] Sl %d 21
170 KB/s, BERTHRPRE . = MRS 40T 8t 58
WA, SERRMARLERZN 3 MB/s. LAtk
(AR 2 IR 55 45 A S 1t Re ) R VR AL
4.4.2 SkyDisk T BEMR,

P EMEEREZ G, TR 2 = R %
FREETE T AL RA WML RTERE. BRI RS,
4% 4 GB & H52 CAF Brave.mp4, f#H Nmon
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TR 5 A mMss UL Web iR 5525 ) 4 T 5%
. bAESERUR, IEENAIFE R RS, THERSE
SN ARJE T AL, R M R I 55
B TBT .  EARNNREE RN 5 P, N#
ML RAE 6 Pros.
FE_EARI, A A 55 25 1 Kt [ i i
4 5 NS, BRI BTN 1.5 MB/s, <P
IR 55 P21 300 KB/s HH 58«
RIS, 26 3 s F R
Yo RIE G AR MRS A5, A IR 55 A 10 98 AE
140~180 KB/s.
x5 ZolRSHFME LGN
Table 5 Upload performance of net disk base on multi-

cloud servers

s CPU (%) WAE (MB) W57 98 (KB/s)
ECSI1 2 150 300
ECS2 2 130 280
ECS3 2 180 350
ECS4 2 150 310
ECS5 2 130 260

A H RS #% 45 4 096+4 096 1536

x6 ZTERSFMEBTE MR
Table 6 Download performance of net disk base on multi-

cloud servers

A CPU (%) A7 (MB) W 4617 98 (KB/s)
ECSI1 2 150 160
ECS2 2 130 140
ECS3 2 180 180
ECS4 2 0 0
ECS5 2 0 0
AR RS B 43 4 09644 096 480

W AT €07 FORKREFIMNAEHFE: M sim “0” LRk mA
iR 55 25 A i i
4.4.3 PEREXT LL A HT

TR NI T AR AE T REAE AN SkyDisk [
VEREAE, T I 20 0l AN b A5 R0 AN 75 TN A& ¥
M REREAT X EL 2 AT

)|
|

1ECE ALY, SkyDisk [R5 5 DRSS
PR A, RS B4R N 1.5 MBY/s, T
BT IR S 2% ok 300 KB/s, AW kit FALH
B 1710, FEAE BT TEN 3 MB/s. KRR S
B HAET, DA HARRI 2] T SkyDisk
W bR, BAEHMIEESEMR, CPU £ A%
I 48 P R AL 20%, FRH] CPU AN 4
RIZE . T PN A7 A A e A HE IR SkyDisk
W ZE R K. FEHENr, NAEMHEN
150 MB (3% 4 GB), ffiH&EAm, {2 SkDisk il
Ry, NFEEHEN 4 GB+4 GB(3L 4 GB), HI
HREFED T KRG AN RIE, JFHESH T
4 GB WIBHA\NAE. b, MBI AR A AL
(N A7 B, R AR I AR 12 . 4 GB
SCHE BARRE, HomE . g AFESOT R E K E
MNAEEEIR, MNAEARER, SHBNAGE, 2
L ARG LAEERE IR . (HATLUREL, AHuAR
%455 5 N rRS A RIAT A S, i b,
WAL, ARG T AR RE .

FEXCHE TR, 287 3 Ao RSS2 FRE
o ROE S AR S5 45, A7 EAE 140~180 KB/s,
FEEPERE(EAR Y, 2 S RE54511 1 Mbps b A%
7 e PR . (HI2, BEASRGHHT SN 480 KB/,
e dEAEVERER 3 %, SIS Rk .
4.4.4 MEREMASE 18

MRS R TR, SAH RS 348 WAEA 2
I, RGH EAETERRL N BT RE M) — . Wi
AL TR R, Eie LRRIA BIFEAEMERE M N(5)
Y, (HAS T A IR S5 A8 E s e . N AL
B, FEZRT RS HMA %, SkyDisk 1R
BRGNS AR K(3) 5, Aam T AR
55 BRI T B o TR ARG A TR A IR, R
Web 55 28 FAEAEIN G708, R 2 MR 4138035
e ORI = RGEARTERE .
445 RHBEAR

MR 45 kB, M TR TR



2 EARE, S T2 MO ER A R A BT S 35

R %% (R4 5255, SkyDisk b4 7% . g T
R HREEZFEAR L 2 23T,
TRUE T ST RINLE PR AT S, 75— e R 3R
w1 AR ERE, JF HREE T 2 E R e MR, B
A—EMRH.
FAh, REEESC EIT SRmeAE R R
H T — L AE 2 2Rl Gy T A DG AR, ax e
SCHR B A B AASCAR I, AR R T AT
RIS 2 2= 5 8O it SR AR 3 P BcHis 1 mT &
PE, (HEA S BRI .
ERGHEMITTH, LT 3 kb 2 =48
MR G 2N SAE IR SS, E e A I i o )
WA AR IR S5 16 APT HEAT SO _EALFI R
. 1M SkyDisk 2 EZ AN =R H CkEZ
MRS ) BRI AE (i RSt Tahoe-LAFS
NN BRGSO RS . J5 8 B BRI
A e ik
FESCAENLEE VT T, R A SO AE RS
St it R A AR R G AT STV PR ARIE, B
SRAE R GE A g i 2 3 45 4 5 J5 1 AU B L, (H
R EE R A B R B s R E RS T, A
A E BAR BN M. E 0 7 0k Bt Bk 47 7 s
bR, #EHH USB Key MR GH%H™ 4, Hik
BAEEMPEME, (HosdEmEH#m USB
Key TRA7, ZRG000] M AVECHE 012 M 58 K
#T USB Key. WIH USB Key i KBk, b
LR P EIEREE R, SAREE =
oAb o TR A5 P IR SO AL M AT S
SkyDisk H A SCAHTE A& Z T EAT AES
@, P SO SHA-256 (6774, f#E—C
—%, BHE B AR, WA T AR
e, AN ARG, BRI
TEAERIERE T, 85 SCHR o #G X R
PP REM A BB, BTN & A E, BA
BB A KRR AT L, (HAT UM B8 1
BEAT 5 M4 16 . SkyDisk 5SS 2 B3 T &4

IR S5 R EHEAA R R S AR S BE 71, AE 20 M2
h e A S5 B R T R R AN R = g% o T
JoE O SO T U T 889 2 e B 5 A 25 RS 1 Bk
A, WM. FTHIAR ESE, TSl A i R
BIESA RSSO E i, RAT e 2 R e
T RSs %, Bg b BA R i AT R
FR D S ] o

23 b, SkyDisk f£ 5 48 5 A ML 7
RA—E ML, HEAEERMERITH, KA
BIBEN T WSS Rk, B M s SR
Al o AL, HTECRE SO 0 T TR
AR

5 REERE

AT 24T A A FR 8k A I
4 ANl Sr AT T T AR i R R R IR A B
TR, B2 m R RE RO RIX 4 KA
BERTAT TR, R — R T 2 BRS04
WM R G ——R SN B S0 E BB, 3
N FEHZ = IR 28 H %1 Tahoe-LAFS S HEAF
fift, MKMW AR L E(E S CAP A
MRS 2. AT VERE R 2 MR . AT
TR MRS, SRR A 22 2 I A BT CR 4 4
FEHIHLE 1, HAR B s A 78 1 hil. £
RS ARG VIsERBUE, IR AL
fewm T RGERE, MIEFIFREE bR ez g 1 Ak
NATEEAT] A RN f =i
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