
JOURNAL OF INTEGRATION TECHNOLOGY

Vol. 5 No.  3

May  2016

2015-12-28 2016-01-20

973 (2012CB315804) (61402446 61572474) (2012BAH45B02)

(YZ201426) (BY2013095-5-01)

( )

E-mail zhmj@ict.ac.cn

1,2 1 1

1
( 100190)

2
( 100049)

(1) (2)

(3)

TP 393 A

A Customized Reputation Evaluation Mechanism for Domain Names

MENG Xuying
1,2

WANG Miao
1

ZHANG Yujun
1

1
( Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190, China )

2
( University of Chinese Academy of Sciences, Beijing 100049, China )

Abstract Domain name resolution is a foundation of the Internet, yet there is still no appropriate reputation 

evaluation mechanism for it. Considering the complexity of domain name service and the pervasiveness 

of malicious attacks, a customized reputation evaluation mechanism for domain names was presented. The 

main contributions are: (1) a domain reputation evaluation framework based on multi-index evaluation; (2) a 

variety of mechanisms that resist malicious attacks and improve the precision and adaptability of the reputation 

computation model; (3) theoretical support for users to choose their desired service with improved experience, 

taking into account the users’ personal preferences. Results show that the proposed customized mechanism can 

satisfaction.
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Fig. 1 The reputation evaluation framework of domain
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Fig. 2 A sample scenario title

3

[0.8,

1] [0.4, 0.6] [0, 0.2] 10 000

0 1

( 10%)

/

90%

90% 10%

1

 1

Table 1 System parameters
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Fig. 3 Index reputation value with number of evaluations
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Fig. 5 FPR and FNR with malicious node ratio
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Fig. 4 Effectiveness against aggregate feedback
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Fig. 6 Index reputation level with malicious node ratio
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Fig. 7 Satisfaction level with number of evaluations
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