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Abstract Currently, the number of mobile malware programs is explosively growing, and the increasingly
large feature library poses challenges to security solution providers. Traditional detection methods cannot
deal with the huge amount of data promptly and effectively. Mobile malware detection methods based on
machine learning have problems of excessive numbers of features, low detection accuracy and unbalanced
data. In this paper, a feature selection method based on the mean and variance of samples was proposed to
reduce the features without affecting classification. Different feature extraction algorithms were implemented

to construct an ensemble learning model for high detection accuracy, including Principal Component Analysis,
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Kaehunen-Loeve Transformation and Independent Component Analysis. To solve the problem of unbalanced

data of Android App samples, a multi-level classification model based on the decision tree was also developed.

Experimental results show that the proposed methods can detect Android malware effectively, and the accuracy

is increased by 6.41%, 3.96% and 3.36%, respectively.

Keywords Android malware detection; feature selection; feature extraction; ensemble classification
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Fig.1 Framework of malware detection system
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AN H,  BIESERR R fe HLA 53 28 88 4l 53 b 47451

1) S5 45

IRV FRRR R

(1) IEH 3 (Accuracy) «  1EAfR & 5 W H
P R bR, Accuracy=(TP+TN)/(P+N), IR
W53 S 0T IR RE A B AT AT TR FE A B, T8 ok
Ui, IEARER, S RAR T

(2) K FZ (Precision) : K B 2 K5 ff 12 (1) 2
B, RONBE SR R IE B 7 Ag) vh S B Sk 1 48 1 B
11, Precision=TP /(TP+FP);

(3) A FI% (Recall) : 4 [F] 22 78 55 [0 (1) B2,
Recall=TP /(TP-+FN);

(4) F-measure: F-measure & 13 [Pl ARG R
YU AIEL

2 X Recall X Precision
Recall+Precision

F - measure=

42 TIER

T IIRREE H K FSMV 2328553k, Aol
WHRH . C4.5 YRS FIBENLARARAE R 2 2K ds,
5 PP HIRT IR IEPEFLVE (SFS) o eI, Relief
FORHEATR L, A EdESE DL 4y e Rk
2 e MER 2 ALLGEH: T Dalvik 8 4341H
FUJT 2 R AR 3 590 (FSMIV) fig g 17 it i %2
Rl o FGFERIRI . )T Dalvik $if %7 1L A4S
MR, b FSMV 425G BN LA MR 1) 502 LE ok
T FHBENLARAR I 4 5 6.41%, KT Relief 5
W, S RAR CA.5 P SR R I e A
T Reliefs

AT IS TRRE SR I P B R R 5, A
SCR A D2, BENLIEI 80% A AE A
GHE, 20% 1EAMNREGE, Z5R WL 3 P,
& A LIES], ELM+PCA [f] F-measure {H Eh{X
{fi /] ELM £, ELM+KLT 5 ELM+ICA
F-measure LLH M ELM {K; (WA Stacking
IR 5 F-measure ¥4 T HAEH ELM 115
15, AT HISETFRAESE Y Stacking 5 v PR A
F-measure 33 /5 T HAb 4 A, RHHARE
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Table 2 Experimental results of different feature delection methods

HEFAZE (%)
P LS

TeHFE I SFS € L B9 Relief 592 FSMV

ok AEIE| 82.56 63.56 78.80 82.42 82.69
C4.5 st 87.03 77.74 86.94 87.52 87.60
BEHLARbK 83.97 79.80 82.25 90.91 90.38

F3 PHHERRIEER
Table 3 Experimental results of feature extraction 5 QE 'I«/If\.

Iy Hedt HER R (%) F-measure (%)
ELM 93.56 93.43
ELM-+PCA 92.10 93.81
ELM+KLT 93.79 90.73
ELM+ICA 93.55 92.94
Stacking 95.11 93.58
FES 97.52 97.52

h T MRRIE T 2 G U AR T, R
SCRHHdESE DL, BEHLEI 70% 1% 1 A I
28, 30% 1E IR Bt . WAL, AR
AP B . ART IR e R R, —
KH F-measure {EAE A VFOFRAE, 45 R Wik 4 pr
IRe HIRTTLAE B, X by iR v A1 i 4
P75, SVM., BEBL#RAMAS, DTED 75k
AMLAEWER R LB T SVM FIBENLARAR, 17 HL
F-measure [FJFf 5 T HAR T, X8 DTED
T EAAEAT-H i A B A ARG b, 1 L
PEAG IR 6 A A 20 (1) 225Kt e A e 1)
k. DA, DTED J7i2 AR A IR -

T4 FREXEH EERER F-measure H

Table 4 Detection accuracy and F-measure of different

classifiers
Sk R (%) F-measure (%)
J48 PRHEm 88.24 87.42
SVM 88.12 87.20
BENLARA 89.87 89.14
DTED 91.60 91.13

% 3l HL I R 1 Bk R AR 3E T % 3% K
FRRIE K, Android 1 & BRI ITHOME, Ab &R
A E B H bR BRI, Warsi A& Af 21 H 1
WA N FH R R N TR e 1 2 e AT PR
PON A2 B AT ) — AN . SCE )
T T 7% Bl 2 3 AT A W AR IR S HAFAE )
A, AT IR AR R £ L o B A R RRAE
WF9E T T Dalvik $584 . Permission fl API ¥
Android AR MBI, WIGRHIEE#
CRPRNIE SR (173 & RVRSE AT 90/ e S RPN 4 s
GERTEN], AT R T R R S A
DIEE A AT A 25 A U - Android 82814
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