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I/0 Resource Pooling for Cloud Datacenter

WANG Zhan AN Xuejun

( Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190, China)

Abstract The emergence of cloud computing brought datacenter to new application environments and new
requirements. Server virtualization, as the main enabling technology for cloud services, needed datacenter to
increase the number, performance and variety of I/O devices to support more virtual machines, for which the
traditional server I/O architecture could result in waste of resources, increasing of server density and rise of
wiring complexity. I/O resource pooling was a promising architecture to solve these problems, by separating
devices and servers and enabling elastic on-demand provisioning of I/O resources to servers. We designed
and implemented a single root I/O virtualization based multi-root I/O resource pooling architecture. By
using a hardware-based peripheral component interface express identifier re-mapping, different physical
servers can share the same physical devices, and through a hot-plug based allocation method, virtual I/O
device could be dynamically reallocated between servers. The correctness and performance of our pooling

architecture was proved by a Field-Programmable Gate Array prototype in this paper.
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51 &5 FH ) PCle ID WS 2635, P A7 Hbhik e
SPF R T DA R e B IRV BB S R A, DAt A %
P50 FABAT PAAT A 1 R AU T B BT A

4 [REIARZGSLIFEN

AR Xilink Virtex6 ff365t FPGA (Field-
B3] gm A TR 51)
SCIL T RO R RS, W 10 s, g
£33 A PCle £ H . HAr, #3734 CPU Port 0 Al

Programmable Gate Array,

x8 i, A T iERE Owner 55 %5 Fl
User IR%5#%; #pvd 2k 10 Port [ PCle Gen2 x8
AR O e R

Intel 82509E8
10GE Controller ‘1z

2
i
©

»
M
2
O
&

E 10 10 FiFitLIEHE FPGA RE R %K
Fig. 10 FPGA prototype of our 1/O resource pooling
architecture

WP SR EWT, W& 2RSS 28 R
R RG] B Intel 82599 J7IELAK M, i%
W32 #F PCle SR-IOV il J]R454% 1 72 VO %
YAl 288 1) Owner, AlR%s#s 2 W42 User. Mk
545 3 MRS 45, Bl Intel 82599 J7JKLL
KMRE /0 R RF HEOIE, B
BRI, LU VO BB REEHI M 4% 1/0 1)

Port 1 [f] PCle Gen2 x8 4 T-$58:10F1 PCle Gen2 AEAIPERE. B 11 5 T I S I e .
P 1 P 2
Owner User WK 455 3
|@mm|m Emm| |@mm|m|@mm| sen| - |
RS RN e
—
P
/O #)ith i R4t
\_ Intel 82599 10 GbE

L]

Intel 82599 10 GbE

1 LT aERER

Fig. 11 Testbed for our prototype
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R 1 gyt TN & iR 55 4% R B RC FARRUE, Owner g5 # vl LLELHR I BC B

®1 NRATAMESEREHRE P 82599 Wk, JFOMHIERIINEEKS), T User
Table 1 Hardware & software configuration of test servers AR 452807 DL I s 20 2R 40 ok L 52 B0 1) 2 400 )
ff mEy R, IR M ARG Intel 82599 SR-IOV JEHUL
OS CentOS 60(%]*%}#&2!—( 2.6.32) IjJﬁE , ?’J,ﬁ\:ﬂﬂfﬁz Intel 82599 @Tﬂiﬁﬁﬁggiﬂ . 12
CPU Intel 15-3470@3.20GHz
ooy © A 13 S HIT Owner %% 81 User 5525 I
Chipset Intel Q77 E(J PCle ﬁ%ﬂﬂ?&%% ’ \EIILZT?{ZID?IJJ ﬁEJtEEﬁ °
PCle Slot Gen2 x4 (2) FE A M 2SI B FE 58 2 s Owner

4.1 Theemik H User 45 #% % 1F AR 2 3 I T BLIE #f 18
SRR R A R G RE ) IR AP e R Intel 82599 -~ IRZ) K AL M &t il (5 1 AE, IF3RAS
MARE A VO AL AR e S e 3G, PR IEMRERESS . 18] 14 (a) 45 H THE User 554
LG = J7 1M : W ping 45 %% 3 19 TP Huhl 169.254.9.153 1551 (#45
(1) Owner JIRZ5#H1 User IR 5 as#BRef8 IEAG AL, () WIZSH T 7E User 4528 AIRS5 4% 3 2 [0l
RIVFFECE SR B R G0 A M 4% 1/0 BEJ6 AT AR ZE N, 4 ssh AT sep 1521 (1) 25

-->400.0-[03-04]--+-[0000:04]-+-10.0 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-10.2 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-10.4 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-10.6 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-11.0 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-11.2 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-11.4 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-11.6 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-12.0 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-12.2 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-12.4 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-12.6 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-13.0 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-13.2 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-13.4 Intel Corporation 82599 Ethernet Controller Virtual Function

+-13.6 Intel Corporation 82599 Ethernet Controller Virtual Function

-[0000:03] -+-00.0 Intel Corporation 82599EB 10 Gigabit TN Network Connection

-00.1\Intel Corporation 82599EB 10 Gigabit TN Network Connection

+-02.0 Intel Corporation Integrated Graphics Controller
+19.0 -+

+1a0 -

P,

\-1f.5 -

12 Owner AR EE AR PCle IZiEMEHE R

Fig. 12 The PCle tree in Owner server

[****@User ~]$ Ispci -vt
-[0000:00]-+-00.0 Intel Corporation Sandy Bridge DRAM Controller
+-01.0-[01-04]--+-00.0 Xilinx Corporation Device 8086
| \-00.1-[02-03]----00.0-[03]--+-00.0 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-00.1 Intel Corporation 82599 Ethernet Controller Virtual Function
| +-00.2 Intel Corporation 82599 Ethernet Controller Virtual Function
| -0083 Intel Corporation 82599 Ethernet Controller Virtual Function
+-02.0 Intel Corporation Integrated Graphics Controller
+19.0
+-1a.0 -
e

\-1f.5 ---
13 User BR% 22 HI PCle iBiEMETE R

Fig. 13 The PCle tree in User server
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(3) User M4 % vl A4 FH 1) iz 40 Dy e 1R A 2mT
DLIE i Ji 28 3R e SR A 1) e U A 4 Dl g R B 4
oAz . HAARSKUE, wLAEIEAE Owner B¢ User
Ik 55 5 N LA i 2 10 T8 208 3 R 0L A adi Rt
B, fE—E W5, User H45%s P nl FH I RE#L3h
REN O 2 AR A 2 TR e B 3R
4.2 THEEEMNIR

PERE AR By 26 OCTE RGuAE 2 g5 4% 1/0 YR
LT I R R I, EAEE B A 2 T
IO i3 JEAEIR PERE, DL AILZEHET T /0 4
IIBCIR A

AR SAY W 25 SE B IAFR ST ping KA /O
FHIEMAL IR Y RGE I N A M 2% 1O FEIR . 3R
2 gy MR A R, AR TS P AN 2
T3 AR MRS A5 AL AL A A SC /O %8

[****@User ~]$ ping 169.254.9.153

WAL R RGO, $UAT ping BRI EIR
T REK ping BRAEASZ B ), I BLas A7 3840
Server 1/2—Server 3, Server 3—Server 1/2 IXFEH]
PR ZH A o

AT VO ALY RS, Server 1
F Server 2 73 &4 —A 82599 M-k 5 Server
3 HEOEAE; MR RGN, Server 1
Server 2 JEEE—4t 82599 M5 Server 3 115
R B, LA ok R & LN
3~6 pus, HELEEAMLL, X 1.5%~3%.
I, ESEPRN HIEAT, 1O BRI AL I 3 2 4b
AR AP IR FEAT] DL ZBEAN T

A SAT M 2 PRI TR iperf KM Server
1 A1 Server 2 i 1d VO BEYbAL ISR RG]
WI-RISFI) TCP alr SE kg, A0 & AN 55t

PING 169.254.9.153 (169.254.9.153) 56(84) bytes of data .
64 bytes from 169.254.9.153: icmp_seq=1 ttl=64 time=0.606 ms

64 bytes from 169.254
64 bytes from 169.254

.153: icmp_seq=2 ttl=64 time=0.191 ms
.153: icmp_seq=3 ttl=64 time=0.196 ms

.9
.9

64 bytes from 169.254.9.153: icmp_seq=4 ttl=64 time=0.188 ms
.9

64 bytes from 169.254

.153: icmp_seq=5 ttl=64 time=0.199 ms

64 bytes from 169.254.9.153: icmp_seq=6 ttl=64 time=0.243 ms

- 169.254.9.153 ping statistics ---

6 packets transmitted , 6 received, 0% packet loss, time 5331ms
rtt min/avg/max/mdev = ©.188/0.270/0.606/0.152 ms

(a) 7£ User JIRZ5 %5 ping JIR%54% 3 192145 4L

[****@User ~]$ ssh ****@169.254.9.153

****@169.254.9.153"s password :

Last login: Thu Aug ** **:**:%* 2913 from 169.254.6.193

[****@Server3 ~]$ scp iperf .iso ****@169.254.6.193:/home /****/

The authenticity of host '169.254.6.193 (169.254.6.193)' can't be established .
RSA key fingerprint is 43:42:e8:a3a:68:cf:bb:20:dd:c4:d6:7e:1b:30:99:23.

Are you sure you want to continue connecting

(yes/no)? yes

Warning: Permanently added '169.254.6.193' (RSA) to the list of known hosts .

****@169.254.6.193"s password :
iperf.iso

100% 430KB 430.0KB/s

00:00

(b) 7£ User JIRZ- %% 4 ssh B fli 2525 3 JEPATIERE SO DL 45 4
14 7£ User BRZSFAMITE M EIRIEBRIMLER

Fig. 14 Network operation result in User server

F2 MiXARSZ IR E Y ping IRIEEIR
Table 2 The ping delay between different test servers

Server 1 (Owner) Server 2 (User) Server 3
Server 1 (Owner) -/ = — /116 ps 202 ps /206 ps
Server 2 (User) — /115 ps -/ — 203 ps /208 ps
Server 3 201 ps /204 ps 201 us /207 ps -/ -




11 T, %

ZHARE T 1O #EshAL 13

Yyst—: Owner x5 45 (Server 1) #l User ik
%45 (Server 3) 73 Bl M I8 1 2B R 4 18 FH I R
5 Server 3 #t47 iperf M) TCP 5 % Hdh, 5
Z A2 Owner IR45#5A1 User JIj 55 #4553 il gl
VAT S AAAE N EEM RS Server 3 AT
iperf W) TCP 47 S8t . th T iperf Ml XL
m Yy, RIEZSRINRIAEE AT — 3 E A iperf server
W 258 1) B s A fm g ok, 5 AR iperf
client KALAEHI431E, server ¥ Al client ¥ifi ) P4 2%
BAEAE, WA B s ANE, riaf
AR 55 4% 93 mIAE N iperf server I client 11X 43,

EE 15 25 Rl 2o v, IRk 55 4 e
{1 82599 M AE K iperf client I ) TCP i %

[oe)
il
e

i1 56 (Gbps)

2 _

0+ T :
Owner {F iperf client Owner 1f iperf server

(a) i FHA SR B R S8R i 11 Owner fIR 25 2% TCP 415 %6 4] Eb

75 9.4 Gbps, 1A iperf server I f¥] TCP 77 % X
9.26 Gbps; M55 #iE it )i R4 Lk Owner 1)
SO ILEAG RN, 7E iperf client Jill£4 TCP
e A 9.39 Gbps, fE iperf server Uil £+ TCP iy
Wi A 9.15 Gbps. R RS T 5 1K) TCP 45 9
PERE L AHIA . )RS 2l R A RS LA User
S SL AT R I, MR 45 R 5 Owner &
A—E, XHUEH: VO B rEde 2 k%
& VO BEISERAPE RN, B REARIES SR /O
2L P A N 2 VO s etk fgs  [HIN, 76
/O Bt AL BE ¥ it v, Owner FIl User JIik55+s
PEH 2% 77 PR EEAAH [A]

Yyt . Owner JIR55 %% (Server 1) F1 User Jiik
10
8 ————
B g
£ o 2
9
iR
2 44 -
2 4 —
0 : -
User {F iperf client User {F iperf server
(b) A SRR AR e ) 11 User Jie45 & TCP 56 x)

15 Owner # User AR 5583 L fE AR B RGBT TCP H 35Xt L
Fig. 15 TCP throughput comparison between Owner & User
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10
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!
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== Owner %5 #31 T
m—User [ft45 45 TC

(b) Owner Fil U ser JIlt%5 #5454 iperf server i} ¥) TCP 47 %
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16 Owner #0 User [E] 1§ A £ Z M4 iperf MK B9 TCP 3 IF R

Fig. 16 Sharing NIC TCP throughput comparison between Owner & Usera
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554 (Server 2) [A]IN AT~ 55 Server 3 #E4T
iperf A, L, Owner IR4#514H 82599
PR R D RE: User IRSS# il FH w55t R 580
HAEC R SR-IOV ME#LTIRE; Owner I User 5%
281E 4 iperf client Al iperf server I [¥] TCP 75 %5 73
i 16 (a) A (b) Fros:

Owner R4 #% (Server 1) 5 User M55 %%
(Server 2) /£ 4 iperf client (1)~ TCP 75 % 73
514 4.78 Gbps F1 4.61 Gbps, 1N iperf server I}
[1°F-3) TCP 5 58 43 324 4.66 Gbps Fil 4.49 Gbps,
BT IR AT B S A 5 0 A4 B IR R TR Ay o 0
HAH . & REWIFEASTH) VO Bt Ze
T, RS IR A T A R B A
PERER T B, M0 H 4 6 45 de Al i B e
Difie (Owner i AN BETfE, User fi FH AN
SR-IOV FE I HE) 6 AL =0 &6 N, AT DLk A AR
NN SO 8 LW

5 MX#R

[l A2 8 PCle /O ¥ #& M55 4t 1A 2L 2 (1 AH G
WFFCRT LASS Ry 56 TR RS TR 8. Sy,
AR UAA M 1O #1298 &% S im R AT
738 3, Wl IBM AR ST SR % 1) Satran
A SR 44 3 Scalable 1/O [ 3L T HHB AEAG
P 2 LA /0 LTk, — B VO Wk
(149 P 5 24 30 Jok A S i o P o) At e 25 2 $2 1%
1O #HAEMRSS . SR, BAURIER TEdRZ
(YR A 2 R D b ST b DA K B 45 0L, 3
HALE VO L 1O MR

TR B, /O B Phld & LLSEIAN A
JIi 4% 22181 f) /O 452, NEC ) ExpEther'™ 4 Ff] LA
KK PCle VO 15 2 L5230 LA AN IR 4545 Y
YRR B A MRS A 2 6, LLK M ) P i A
P Cle- LA [ B 330 #8475 43 )32 2 e 45 #5 F1 1/O
W, AU 11 DTS2 AN IR S5 ARt R —

Ve 24 H . Suzuki 25 “'7F ExpEther [
iz b, SCRFLL SR-IOV 4% i BRI I i %
k25 2% 8] /O JLE ) B/ Bo s ol, el T SR-
10V HARM VO BEHEE. SCER™ dis B
MZEALEOR, T RG4S VO W& [ I HE
AT B PCle FLLK M 2 1] (1 Hp iU 4t
BINT 24 VO EAER PR FIAERT . PCI-SIG #&
1T MR-IOV™ (M) FoR, it bx
#fE PCle PRSUEHNY i, i3 3+F MR-IOV )
WAL PR 28 AV £ AT R AR SCHF VO 1 2 JIRgs 2% 1)
. HIRERESKIENL VO RGN &5
(RLFEL T AR ) #4% I MR-IOV Pp i dEAT 15
BRI, BORMI RGN, FEOLARA 25 ),
F e NextlO 23] i T4 0 s L 48 o BT ik
SN V0 B ItsE, LB VNET /0™
BN HLEE T 5 1 LUK W -R AT HBA -REE &3 #
£~ 1/O 46 (1I/0 Box) W. 1% 1/0 Box A HLAN
W& R ZA R, 2RSS 3t
A Mg A E N PCle ¥ G T
FEEREN, EHBESEEERE RGN R &I
&l vNet I/O "] LAfaj AL & di bty 1/0 W& A
P LUK I B G4 I 4 R e e B, i REE
/0 EFE . {HIE, vNet /O %A FIH SR-IOV
W% A B RE AT 424k Z A B LR A& RR IR, HOR
WAL . HoAb U Xsigo AN Virtensys[m/A\
AT AL i, (H B A A7 AR SRR SO 1
P B T4 1) 8, B4 B L= /O WA FP
K, LEEMEAZHERRK.

A VO B AT VL ik T Bk )
A, IR SR-IOV ¥ H & MR R
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