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Abstract The Hash function with high speed and efficiency has been a hotspot of security. In this paper, a new Hash
function based on cellular neural network was proposed. The parameters of the cellular neural network were produced by
a unique system which combined the Logistic map with the Chebyshev map. The function can handle the plaintext by the
block, and the final 128 Hash value is the xor of every block’s Hash value. The experimental data and simulated analysis
show that the proposed algorithm can satisfy the requirements of a secure hash function, and it has some good properties
such as diffusion, confusion, weak collision and sensitivity to initial conditions. What’s more, the construction of the

scheme can be achieved easily.

Keywords double chaos system; Hash function; cellular neural network; Logistic map; Chebyshev map

Wi HHEA: 2013-10-12

EEWHE: FFRAARIE4S (NO61170037) .

fE& R X, WL, BT ORI A BIRME B A Bk CEARIER) . %2, WFSE07 ) o TR A B8 R B IR S L R 22
A R AR, E-mail: zg@besti.edu.cn; [, fiH0F50A:, WESTIT A A SR04 FORS B



68 4 04

H PN 2014 4F

1 5] &

BE A HL 7 R 45 VIR g, B n) Hash pRER
TECAAPIEM AR BT84 e ERIE. &
P3N UEFNB) 25 114 200 55 AR 1) 2 f AR
R T Z N . ALGE ) Hash 5336
MD2. MD5 1 SHA “RifE", (A28t T
Bk, TEMTREE RN R EEIE
GO AR, VR R G A S AR A
(AU A Ay 3 3 R B0 L 20 Bk [ N AT 9 )
P, b, FETRIE Hash 2R BAS IR LT Ho A
YAE4: Hash pREUS =18, HEIETR—R
RS Hash BREMIE 17 EIBAFAE— 282
FETHEBORE S VRV RGO SEBL) Hash R4
AT LU FH A4 TR Y Y00 A5 Al Dy A 126 R 42 HUAF
SO R PR TR, T HLAE SR S Bl AR
2 AR AR AORE B I B, VRS AR B i
A FRRV R SR 2B A R R A Y S TR
IR bR B, 780 R AR AL A, AR
RICKE P R RIS 45 G e — e = A RSN
W& Tk, I BB IR R G A S EAE A
55 W SCAR S A BEAT AN W O BT, bk Ot IR v Ak
SRR AR A A R B ) ) e o 3R 2 AT R S
oA BCUER, RSP R A ARG R ELE
PRF RN g mEAEYE, LAY RBFITI SERR & .

2 FREHER

TE AR RIUAS SC T FH 21 1) A R URBE AT A
4, DMELE R/ 15 AT Hash eR &R IS -
2.1 Logistic B 5t

—4E Logistic WU WEC B KRG & —A
w5 T B VR, e AL B ) 2

178, BHEEEED, TR RSB LU AR b
R L 2271 I 1 W BN R AL A 7 I D TR SR TR
GBI, 70O U b S 53
]z, HEHRE AT
X, —ux,(1=x,)  u€0,4],x€[0,1]

Forf, uEl0,418 754 Logistic 24 KEWIFIE
W, 4 3.5699456<<u<4 I, Logistic M5 5 I
HRA. B 1 E 82 x,=0.5 I Logistic W5} 1))
XK

1
09}
0.8}
0.7}
0.6}
0.5}
0.4}
03}
0.2}
0.1}

0

I 15 2 25 3 35 4
1 Logistic B 17 X &
The diagram of Logistic map bifurcation
2.2 Chebyshev B 5F

Chebyshev B & —Ff fif BT 12047 2 A
B Z IRV P A WL . 4 T, (x) =cos (n-
cos '(x)), M T,C0)#RA n BAEE—VILT K20
3 (Chebyshev) . EH FAIME:

T,(x) =1, T, (x) =x
T,(x)=2xT,_,(x) —T,_,(x)
T,(T,(x)=T,,x) =T,(T,(x))

M =2 B, BRSHE R, 7RG FROR RE
A AT A TG IR A R A R SE 5 1 .
2 4 Chebyshev 2 T 5 T bR 2UE 5

Fig. 1.



4 34] PUNS P ¥

FE T2 AR X0 Hash pR 0k i 69

1
0.8 To
0.6
0.4 T
0.2]

ol

—0.2/|

—0.4]

—0.6|

—0.8

NI
ITRTRT QT D QY Q7 Q7 O
B2 Chebyshev 21 (T,—T,) &%

Fig. 2. The diagram of Chebyshev polynomials

3 WUEHFERY: Hash mERIME £

31 FREARGRIMETTE
MRS T A IR P 51 SEAELR 51
A T E I S AU TR 7B P SSE iU S

eSS

LI Ja g e B, M3k
B R FI AR 2 AR SCHXUR R S R 1)
R AP

53 H Logistic WU 5 Chebyshev WU, %
H Al A AR B — AR SE P A, KX AN B
FEAERAL B, e AR Py
NSRS, LA AR RIS VR
FEA = A ) SR B G 3
3.2 H[o) Hash &R E AR RS

ASCVT ) Hash pRECT 588 Se ¥ WISCiE AT
WAy, RROACEEHISCHY 256 Luky, FREK
#3201 Hash {15 QR R G0 ph 28 0 2% 1) 2 50006 P
IR UE RS SCAS 2 1¥) Hash (B #SfE 5 A
R A RSB SCHC,  DUR KR R SR WIE
JFYE . B 241 Hash H U2 I B SCH Hash {H
R EG . ASERBARHEZL K L 4 T

AT7 M HARB T R

(1) H e BUE M 1 2 40, BUR R

A 4

Logistic ML =

WY mi, m, =, m,

B A

/EE/EE}?@J kl, kz,"’, kn

A 4

»| Chebyshev B}

?E?%}?ﬁu ll, lZ’ '“, ln

3 XURIMAR G R L B

Fig. 3. The construction of double chaotic maps
M, Ai 2 Ai[ i Ai n
Hi*l Hn*]
Block Hash |—®{ Block Hash —» Block Hash - —{ Block Hash
H,
*Hl , H_ H, H, v H,
B——>D>» - D> - L P H

4 AKIC Hash HE R BT HER

Fig. 4. The construction of our Hash function



70 4 %

H PN 2014 4F

GEREATIEA (E ROZS B A0 2 R AU
P AR TRV IE) . A E D 500 RELE TG
PO EAUIEIE A X, Xo,eee, Xopp FFIX 512 AN3E
PAG T HEFIAE g e M2 i i) 2 5. Horp
Xi, Xo,oe, Xoso MERR—AHIBE A IHIGHTE, Xos,,
Kossts*s Xsio VAR ZANEFE B IRATAG{H -

Xl X17 X241 X257 X273 X497
A= ij )(‘18 X'242 . B= X'zsx X.274 X?42
X16 X32 Xzss X272 Xzss X512

b, A FHE PR BN I I AT SR, A
S VU R AR 2 25 R4 ) SRR

(2) ¥ £5 Hash WU SCHEATIR 78, HHIH A
B 256 bit EEERE, TR MIAT Y SHA-
3 KL, EERN T OTEWI ST AL, AR LA
256 bit HEATALHE . KIS W] SCEAT 40 41 M,
M,,*++, My, M, }j 256 bit.

(3) N\ 256 bit 1A —RIISC Mo K
my, my, s, My, m(i=12,-+,16), & —" m, & 16
bit, KGHFRLL 2" AR 0~1 Z /N, ek
mj, M, - My,

(4) BeWIScHe M, e NP 25 (1) g, BPRT
my, my, e, mig BEAT W R e

X, Xy, o Xy ml, 0

ij *les X'242 % m; _ Qz (1)
Xig Xy o KXo ml,é Oy
X1 Xy o Xy 01/ N
Xlzsg X.274 X‘242 % O; _ y.z )
KXoy Xpgg 0 Xspy 01/6 Vis

Herfr, mf, iy, e, i S A R I 254 1R W SC 43 0 A
Ni O RE T ML ik sz O J&dk O,
NEGE Ty o TRV AT A PR, dR S

153205 HZE i oty Yies AR HCH/INEGES 201
I 8 LA A S Ay —HERI R A B, K B, AT
JFE, W H=B, | B,||-|| B f&mZ% M, JLir)
Hash fH .

R O TR A BT o EURS FE Y
REWAHEN G IR, 76 M0 A BE A AT A W i
BB ST R OCE AR v,
Yo v AN A, 45 A T A A
A, A ANE T, XA A FEEER S5
TEPRERA (1, vorree, Vigh o

(5) 4% H=H ®@H,®---®H, , W11
FE R K WSO i 2% 128 bit Hash {H .

4 X+F Hash BEEIE A ED T

4.1 37K Hash %5

INATUE SCA Sy “1f T were a boy again and
gentle as courage, nothing so cruel and pitiless
as cowardice,” says a wise author. We too often
borrow trouble, and anticipate that may never
appear.” He fear of ill exceeds the ill we fear.”
dangers will arise in any career, but presence of mind
will often conquer the worst of them. Be prepared
for any fate, and there is no harm to be feared. If |
were a boy again, | would look on the cheerful side,
life is very much like a mirror if you smile upon
it, it smiles back upon you; but if you frown and
look doubtful on it, you will get a similar look in
return.” SCAS 1§ SOASH R T AR p 1f, SCA 2 4
A feared XU freaed, SCAS 3 K4 3K again
JRTHTR “7 B« o SOR 4 KSR upon
BUk one 5 ANSUAK) Hash 255 1] 16 BEHIZ IR 45
S/
JASCA: 81CAFD161CEDFDE44D3D7BB40A2E
FD17
A 1: 1B2FC1BE6B94AFBD4740D76D9F9B8449



- SOOI L0 DL
< NUCLL 0 CH OO
< {1 DT 0070 0 0 D
<o 00 [T 1T D I
< OO I 101 D

Binary sequences of Hash values

5 5K Hash {51 0,1 741 K%

Fig. 5. The five Hash values of sequence on 0 bit and 1bit

SCAR 2: 98BBCS6CTB33F8153A4C0O6E6A173669F
SCA3: S0EFD2AC96CT8A123E52538A4429E49B
SR 4: B82FFFDCEC4097556998B0ABC8A08563

0,1 Fpal AR R, Wil 5 .
4.2 Hash ERURELS I B RAIGE T 547

9 T BRI SCIH RC AR, Shannon 2t
TREL SRS, I AR h 2k e oy HL
ST A% S ), Hash R £ R FE 2R A2
FHSE B SO S F Hash 85 SCAAR G . PRk 45 M
SRR, AR A 1 80 PR AT E,
UEFARY) Hash A3 HOSCR I AZ2 IR A A1 122
ks T B R AR AL 50% FOMERAR L.

AR T7 258 A8 30 ) AL
MBI — B W SCRIL Hash fB, SRR 5038015 1
PCRFII(EAS 2 70— Hash 45258, LA Hash 45

TR AR I FER B By —SEEAT NOUEABLI I
WX, nl A S LR A B AT ] 6 R
N k2048 YIS AH R P AR AL E o A 1]

85
2 80

Number of changed bi

P ALY B e e SN BN |
OUIOUIOUIOUI

R
S

P2 © O
S O S
UNSIENC N

N
Test number T
6 2048 ¥X bit LA/ K]

Fig. 6. The distribution of 2048 bits

PO OO O O
PSS P



72 4 %

H PN 2014 4F

W 6 TTLA WS 1 AT 3 G
Hash {195 b 14 0 ELAS SR 46 S 43 A 52
RS L 64 LRI, FeWIisik i
MSRHRTL S B Sy O T it W]k
s, el LT PG
%ﬂ&%w%ﬁ:E=%§&

TAAA: p=(B/128)x100%

. 1 X _
B ‘i'> %: = |— — 2
MBI AB JN_%(B, B

N
ﬁz(g /128—P)* x100%
L=

P (R385 72 APZ\/

Iy N=128, 256, 512, 1024, 2048 il
R, MFEIARVER SRR R 1 s,

M1 PR AT DUE T, ARSEI- 3R
A LRy BSORN A5 R~ 2 A28 AR 2R 1 el BEAR
KRBT 64 LLRFRT 50%, 12478 4 F134 4] HuFi
M TS E, NGETERCR EARIE T B ek
TE TN S8 B S8 SO (R0 Dt B8 s Al Hh
AW SCRE . 538k, AB R AP AR/, RWIASE
7% Hash IRTRGLAIY #OEREAH 2 A80E .
4.3 MIAEIEFNE HICHE ST

PUREHE R R B ANF A x'Fx, 153
HH SR h(x)E hCOFH TR AT BETEAR o 1
A H B Aot b5 A ) AR AL, 2 P BE L
N B T A5 AR [F) R R ) . AR B0 A Aol

22 W 25 (IR AR S HUR XU R 48 IF H A
UCHBLER F W SCA5 B3 AT 50T o 3K M &5 4 R A= it
HAT AT N R e, XA PR 45 2% Hash
(B AT — EERr R S5 0 S AT EERRAE O, T BB
EE LR R =N U G I B Be (WO R SN ]
PHUBOK, # i  TBEE AR ) Hash 45 3.

TAVAT R 1 EERE1S 21 2048 4™ Hash
AT GE ik 43 b, X 2048 MEARLL 16 1
HIERAE o FAIGE vh HARAH [ A7 B FORF B () 45 AH
HNEL AUIE, SRS AA: n(0) =
258, n(1) =553, n(2) =613, n(3) =369, n(4)=
174, n(5) =75, n(6) =19, n(7) =7, n(8) =
0, JFHEL 8 MARFAHAEN Hash B H A
0, HEAKRKFRRIDMEWE 7w,

15 20 25 30 35
TR
7 A EA ISR 10 Hash (45

5 10

OO

Fig. 7. The Hash value of the same char in the same location

AT DA T 1R S 56k B A SR 1

F1 REALSYHIERESE

Table 1. The result of experiment on diffusion and confussion
N=128 N=256 N=512 N=1024 N=2048 a3lE)
B 64.171875 64.402344 64.013672 64.010742 63.949707 64.109668
P (%) 50.1343 50.3143 50.0107 50.0084 49.9607 50.08568
AB 5.353797 5.359097 5.515118 5.445435 5.618373 5.5047386
AP (%) 4.1837 4.1868 4.3087 4.2542 4.3894 4.26456
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