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Design and Implementation of Linux Application Sandbox Based on
Multiple Security Mechanisms
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Abstract Linux application sandbox is designed for providing an independent, secure operating environment for
untrusted applications. The sandbox has its own independent working directory, and the operation of applications in
the sandbox has no impact on the host. The sandbox provides filesystem isolation, system resources isolation, physical
resources isolation, capabilities limits and mandatory access control (MAC) policies, adding memory protection policies
like address randomization and non-executable memory page protection. The sandbox increases several security
mechanisms relative to existing sandboxes, improving the system security and protecting the system and user’s personal

privacy.
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Table 2. MAC rules of sandboc
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Fig. 2. Isolation and security with sandbox mechanisms
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module <unknown> at 0000:41414141.

Registers:
EAX=00000001 CS=017f EIP=41414141 EFLGS=00010206

EBX=0123d1b0 55=0187 ESP=041df3b0 EBP=041dfed4
ECX=00000000 DS=0187 ESI=041df3f0 FS=3e6f
EDX=00000000 ES=0187 EDI=00000000 GS=0000
Bytes at CS:EIP:

Stack dump:

41414141 41414141 41414141 41414141
41414141 41414141 41414141 41414141
41414141 41414141 41414141 41414141
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while (1)
{
gettimeofday (&tpstart, NULL) ;
while (1)
{
gettimeofday (&tpend, NULL) ;
timeuse=1000000* (tpend.tv_sec-

Error information printed by the system

tpstart.tv_sec) + (tpend.tv_usec- tpstart.tv_
usec) ;

timeuse /= 1000;

char * logmsg = new char[65535];

}
sleep (20 / 1000) ;

}
AP ALAE while JEIAT, AEREPHATING,
SUEHHIE R R, AMESE AL, SRR

MW AE B A Wb . FATIEK K 45 RAEL
13.5 s LUs, 1 G AL ILF58 b 1,
S ECHAR DY AR e VA AT o Z R RATN DA
ORI vb A B B8 A% A A7 R
100 Mo HREFHATING, RGN IZAE T 4 AL
A7k B PR IE UG, N R Pk, i
U A N R 7 ) TR AT o e AL, VAR
Biik 7R TR R, R T
RG24,

(2) 1 RE I

@ N et ek

DA = Fofr e 1) 352 17 3. FH R P Firefox. Office
Al Kaffeine R #R I Ty A HERESIFE. XL
B2 J5 3l N AR e R I vb 46 b Bl S R 1
ST (BL s W 8Ar) , iR 4 fros. 4 &
N, TEVPAR G Bl FH R IR I T L T 4 0 B A
g —ut, ()8 T rHsZ e .

B EHiZistr 0 AR IELT
6
5
4
31 |
o |
1 |
0 .
Firefox Office Kaffeine

K4 =i HFRY HAEISAT TR AT B AT I 8] (s) % L
Fig. 4. Time contrast of three apps running directly and in
sandbox
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|Benchmark Run: Thu Feb 13 2014 14:09:29 - 14:39:56
2 CPUs in system; running 2 parallel copies of tests

System Benchmarks Index Values BASELINE  RESULT INDEX
pPhrystone 2 using register variables 116768.8 16851634.7 1444.8
Double-Precision Whetstone 55.8 5182.9 942.3
Execl Throughput 3.0 4181.9 953.9
File Copy 1824 bufsize 2000 maxblocks 3968.8 635244.9 1604.2
File Copy 256 bufsize 580 maxblocks 1655.8
File Copy 4896 bufsize 8868 maxblocks 5868.8

174438.2 1854.8
1219982.8 2183.4

Pipe Throughput 12440.0 1387297.9 1115.2
Pipe-based Context Switching 4000.8 196296.1  498.7
Process Creation 126.0 10889.9 864.3
Shell Scripts (1 concurrent) 42.4 4873.7 966.8
shell Scripts (8 concurrent) 6.8 550.5 917.5
System Call Overhead 15680.8 1538517.4 1825.7
System Benchmarks Index Score 1858.3

K5 IEISAT I (KA 4,

Fig. 5. Test results of normal operation

|Benchmark Run: Thu Feb 13 2814 14:45:85 - 15:16:89
2 CPUs in system; running 2 parallel copies of tests

System Benchmarks Index Values BASELINE  RESULT INDEX
phrystone 2 using register variables 1173e8.8 16735256.7 1510.8
Double-Precision Whetstone 58.8 5199.9 945.3
Execl Throughput 3.0 4125.9 971.9
File Copy 1824 bufsize 2088 maxblocks 3968.8 635244.9 1604.2
File Copy 256 bufsize 588 maxblocks 1655.8 185247.2 1871.8
File Copy 4896 bufsize 8@68 maxblocks 5868.8 1273245.8 2111.4

Pipe Throughput 12440.0 1387297.9 1608.2
Pipe-based Context Switching 4000.6 196296.1 5081.7
Process Creation 131.8 10889.9 864.3
Shell Scripts (1 concurrent) 46.4 4873.7 966.8
Shell Scripts (8 concurrent) 6.8 556.5 917.5
System Call Overhead 15600.0 1538517.4 1025.7

System Benchmarks Index Score 1088.7
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Fig. 6. Test results in sandbox
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