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Abstract With the development of information technology and attention of energy reservation, more and more people
and organizations are interested in working virtually. However, security is one of important challenges for virtual working
since sensitive data is transmitted and stored online. In this paper, we propose a novel solution as a security service on
cloud computing platform to protect virtual working with on-demand virtual private network (VPN) as well as transparent
encryption. Advantages of the solution are on-demand, easy to use, cost effective and simple management. It can also save

expenditure for small and medium-sized enterprises which needn’t invest IT systems to set up their own security solution
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for virtual working.
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1 Introduction

Nowadays, many cities in the world are becoming
larger and larger. More and more people stay far away
from working place and have to take more time on the
way to it. On the other hand, with the development of
globalization, more and more companies, even small

companies, have to open different branches in different

countries. Collaboration among the branches is one
of enormous expenders. Virtual working is becoming
one of important solutions to save energy resource and
improve working efficiency. One of main advantages for
virtual working is that people can work with a team at
any anywhere. They can work together virtually even if
they are located in different places, such as office, hotel,
airport and home.

Traditionally, one company can buy server systems to set
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up infrastructure of virtual working for their employees
to work virtually. However, it needs a lot of investment
including equipment and daily management. For small
and medium companies, it is not an economic solution.
Virtual working on cloud computing can evidently cut
down the cost since the service is on-demand and the
infrastructure of cloud computing can be shared among
various companies. However, once the virtual working
is built on cloud computing that is managed by the third
party, security becomes a serious issue because sensitive
data can’t be fully controlled by the owner. Since the
sensitive data is transmitted and stored online, security
is key issue that may hinder the popularization of virtual
working on cloud computing. Protection of sensitive data
in transmission and storage is two important segments
of security solution where virtual private network (VPN)
and data encryption are used.

Regarding VPN, IPSec VPN and SSL VPN are the
two most common protocols to be used in Internet 7.
Nowadays, since many local networks use private IP
addresses and connect with Internet with Network address
translation (NAT) ), it is hard for IPSec VPN to provide
end-to-end VPN connections because of the complexity
of setting up and management. The SSL VPN is easier
to be set up and used than IPSec VPN, but it is limited
to the web applications. For C/S structure of the non-
Web system application, the SSL VPN requires additional
configuration and technical support. For instance, it must
carry on the pointed disposition in the server and the
client needs to install the miscellaneous plug-ins, which
bring inconvenience to application and deployment.
Regarding data encryption, there have been many reports
on data security in distribute storage and remote storage.
Secure decentralized erasure code is proposed to protect
privacy data in distributed network storage . A third
party auditor is used to secure cloud data storage in the
Cloud Computing ™" . For the remote data storage, a
stackable file system layer is designed to provide secure
file sharing over remote untrusted storage systems "',
Although these solutions for data encryption can be used
in virtual working, user should decrypt the data before
using it. It is difficult to be used by users who are not

experts of computer technologies.

Security for virtual working on cloud computing requires
on-demand characteristics and is easy to use for users.
Moreover, since data in transmission and in storage are
two alternate status of virtual working in cloud computing
environment, it is necessary to protect data in the two
statuses with an integrate security solution. To address
these issues, we developed an integrated solution based
on on-demand VPN and transparent encryption. What
is different with traditional VPN is that enterprises no
longer need to purchase and deploy the VPN system and
encryption data are transparent to legal users. They can
build an end-to-end working platform through renting
virtual VPN as well as the data security service. The
fundamental contributions of this article include the
following aspects:

e Proposing a general security architecture for virtual

working on cloud computing.

Developing transparent encryption technology which

is based on File System Filter Driver (FSFD).

Designing VPN tunnel with combination of authenti-

cation cloud and relay cloud.
The rest of this article is organized as follows. We
present security architecture of virtual working based
on cloud computing platform. We provide transparent
encryption technology to encrypt all data on virtual
working, i.e., data in storage cloud, data in transmission
and data in client. We further design authentication cloud
and relay cloud to set up connection among clients and
their connections to the storage cloud. The integration
of transparent encryption, storage cloud, authentication
cloud, relay cloud can provide virtual working securely.

Finally, we conclude this article.

2 Security Architecture

VPN
Authentication Cloud

Relay Cloud

Transparent Encryption

Figure 1. Security architecture of virtual working

Security architecture of virtual working is shown in
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figure 1 which is divided into two layers. The first layer is
transparent encryption which encrypts all data on virtual
working, no matter the data is in storage cloud, clients or
in transmission. The second layer has storage cloud which
stores online data for clients, VPN tunnel which set up
connection among clients and the storage cloud, clients
which are interface channel between cloud platform and
users. The client can be thin client which is only interface
channel between cloud computing and users. It can also
be thick client which can store part of user data and install
service software to execute service.

The functional entities for the security architecture are
shown in figure 2. There is an agent in every client which
executes authentication, file transparent encryption and

network connection.
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Figure 2. Functional entities for security architecture

In the cloud computing side, there three types of clouds,
i.e., authentication cloud, relay cloud and storage cloud.
The authentication cloud deals with authentication
requirement from agents which decide the acceptance
or rejection of access from clients. The relay cloud tries
to set up and maintains dynamic connection with the
agents. The storage cloud is a container that stores data
with file transparent encryption from the agents. The file
transparent encryption guarantees data security in both
storage and transmission processes. Cipher text may be
stored only in client or cloud storage, or in both of them
that depends on application requirements. In transmission
process, VPN can be realized with the dynamic
connection combing with file transparent encryption
for data. The security architecture is simple and flexible
which can meet with complex network environment of
virtual working. In the following, we firstly present the
transparent encryption model in detail and then present
the VPN.

3 FSFD-based Transparent
Encryption Model

In the above security architecture, transparent encryption
is mainly used to ensure the security of the sensitive data
in both storage stage and transmission process. Moreover,
it has the characteristic of mandatory and automation,
which is transparent to the user and needn’t change users’
operation habit.

In this paper, we adopt FSFD technology to perform
transparent encryption. Between I/0O manager and file system
drivers, a non-device driver named FSFD is inserted. A
FSFD is an optional driver that adds value to or modifies the
behavior of a file system. It is a kernel-mode component that
runs as part of the operation system executive. The FSFD
can filter I/O operations for one or more file system that is
outstanding with its efficiency and stability.

3.1 Transparent Encryption Model

Transparent encryption model is designed with two layers.
One is application layer and the other is kernel layer, as
shown in figure 3. In the application layer, there are three
important modules, i.e., application control module, key
management module and identity authentication module,
which are defined as follows:

3.1.1 Application control module.

On the one hand, this module is responsible for data
exchange with all modules in application layer, such as
getting authentication result from identity management
module, getting keys from key management module and
updating key to it, and constituting security strategies to
security strategy module according to customer needs.
Among them, security strategies including directories
and file types are monitored . On the other hand, the
application control module is responsible to communicate
with the kernel layer. It sends instructions to FSFD
module with starting or stopping codes, control code, and
encryption key. It also receives operation result from the
FSFD module.

3.1.2 Key management module.

This module deals with key storage, key classification and
key update.

3.1.3 Identity authentication module.

This module is used to verify the legitimacy of user
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Figure 3. Transparent encryption model

identities, and returns the results to application control
module.

In the kernel layer, FSFD module is core of the whole layer.
It intercepts I/O Request, implements all kinds of security
strategies set by users, controls access connections and
executes transparent data encryption. Besides, it provides

various interfaces for the application control module.
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3.2 Transparent Encryption/Decryption

The technology to achieve transparent encryption is base
on FSFD. The main idea of FSFD is to add a filter layer
between I/0O management and file system. This filter
layer can catch I/O request from application layer to do
additional encryption or decryption. It only catches two

type of I/O request, i.e., read and write.
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Figure 4. Transparent encryption/decryption flow chart

Figure 4 shows transparent encryption/ decryption flow
chart in FSFD module. When the file data is written to
disk, it intercepts WRITE operation, gains the file data
buffer and then encrypts it. Note that if the writing buffer

can’t be modified, it is necessary to allocate an additional

buffer to replace the original one. In this case, the original
buffer is saved, and the additional buffer is assigned for
writing process. If the WRITE operation is completed,
the additional buffer replaces the original one. When the

application reads the file data from disk, the filter driver
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intercepts READ request, and decrypts buffer data before
it is be returned to application procedure'”.

Moreover, the management of data buffer is very
important. Although the data is encrypted and written
to disk successfully, there may retain a copy of it in the
system buffer with plain text. If the data buffer is not
protected, it is easily to leak information. Therefore, when
file encryption completes or the data in buffer is no longer
useful, the data in buffer should be cleaned out as soon as
possible .

3.3 Encryption Tag

Usually, the encryption tag is a data structure which
records type of encryption algorithm, length of file for
encryption, name of company and other identification
information. It is mainly used to distinguish whether a file
has been encrypted or not. There are two places to store
the encryption tag, i.e., outside the encrypted file and
inside the encrypted file. In the former case, the encrypted
files cannot be decrypted when encryption tag lost.
Therefore, it is better to store encryption tag inside the
encrypted file that can compatible with all known existing
file systems.

3.4 Virtual Private Network

For virtual working, it is necessary to set up VPN among
clients which belong to the same group, such as the same
company or the same team. With the aid of transparent
encryption mechanism, VPN can be set up by the
connections of clients within a group which is taken by
the authentication cloud. This paper proposes dynamical
connections among clients which are performed by
both the authentication cloud and relay cloud. The
authentication cloud takes charge of registration and

authentication of every client who want to connect to
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Figure 5. Framework of dynamical connections with the

cloud computing platform

the cloud platform. The relay cloud takes charge of data
transmitting among clients which have already been
authenticated by the authentication cloud. Figure 5 shows
the framework of dynamical connections with the cloud
computing platform.

In figure 5, clients N1, N2, N5 and N6 have already
registered to the authentication cloud as a group. After
the authentication cloud authenticates them successfully,
they can form a VPN named VN-1. Similarly, clients N3,
N4, N7 and N8 are the same group and register to the
authentication cloud. They can form another VPN named
VN-2. Authentication cloud only deals with dynamical
connections among clients which are maintained by control
link. For virtual working, we need use the VPN to transmit
cipher text among clients. Normally, once the connection is
set up, the cipher text can be transmitted with point to point
(P2P), i.e., from client to client directly. However, the access
network scenarios for various clients are always complex
for virtual working because it should allow people to use the
virtual working systems in anywhere where the client can
up link to Internet. In some cases such as clients locating in
Intranet with private IP address, it is impossible to transmit
cipher text with P2P. The private IP address of clients should
be transformed to public address by NAT/CGN equipment
In this case, the transmission should depend on relay cloud
which can help both sides pass through NAT equipment.
For example, in figure 5, clients of VN-2 locate in different
Intranet. They transmit cipher text through relay cloud.

4 Application Scenario

A typical deployment of cloud-based virtual working
solutions is shown in figure 6.

In this figure, clients uplink to cloud computing platform
from various network access scenarios, such as home
(N1), office (N3, N4, N7 and N8), hotel (N5) and airport
(N6). Firstly, all clients register to authentication cloud
and are organized as members of the same company.
When they want to use the virtual working tool, they
login to the authentication cloud with username and
password. Since they are members of the same company,
their connections are within the same VPN. Every client

reports its own network attribute to the authentication
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Figure 6. Application scenario of virtual working

cloud, such as the current IP (Public IP, or Private IP)
address and the port used by the agent in client terminal.
The authentication cloud records the network attribute of
all the online clients. In this way, any online client can
get network attribute of other online clients in the same
company from the authentication cloud. If a source client
want to contact with a destination client, it gets network
attribute of the destination client and tries to establish
direct connection between them, i.e., point-to-point (P2P)
connection. If the clients are behind the NAT (IP network
address translation) equipments, such as N3, N4, N7 and
N8, it is impossible to set up P2P connection directly. The
cipher text should be relayed by the relay cloud which
can help both sides of clients to communicate each other.
After the connections are established, both sides can
transmit cipher text because all the data among clients
has already been encrypted by the transparent encryption
technology. If more than two clients need communicate
together, such as VoIP conference, the relay cloud can
take as a common bridge to deliver data among them. If
client wants to connect to storage cloud, the storage cloud
acts as destination client and the connection can also be
established according to above framework. Therefore,
all clients in figure 6 can securely work virtually with
their colleagues at any place where they can uplink to the

internet. For small and medium companies, they needn’t

buy IT systems shown in figure 6. Cloud computing
provider provides these IT systems. What companies do
is to register as a group of users in the cloud computing.
Then all the staff can join the virtual working securely
once their clients can uplink to Internet. The company

need only pay for it according to application amount.

5 Conclusion

Based on transparent encryption for all user data,
the solution uses authentication cloud, relay cloud
and storage cloud to set up security architecture for
the virtual working. We use FSFD based technology
to perform the transparent encryption. Based on the
transparent encryption, we further use the combination
of authentication cloud and relay cloud to set up VPN
tunnel for the virtual working solution. It is on-demand,
easy to use, cost effective and simple deployment and
management. Based on cloud platform, it can also save
expenditure for small and medium-sized enterprises
which needn’t invest IT systems to set up their own

security solution for virtual working.
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